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Introduction

Law
enforcement
and security in
the new Europe

Executive summary

examines the threat posed by transnational organised
crime to governance and security in Europe and the links between organised crime,
corruption and illicit arms trafficking. Responses relevant to the problems of illicit
arms trafficking and organised crime range from conflict prevention and economic
development to community policing and education. However, the focus of this paper
is on the law enforcement response, and the challenges that European Union (EU)
enlargement will bring. Although a number of institutions, at the national, regional
and international levels, are addressing various aspects of organised criminal
activities, European police co-operation to combat transnational organised crime, and
in particular the involvement of criminal organisations in arms trafficking, has tended
to be accorded a low priority by European law-enforcement organisations. Saferworld
sees the proposed enlargement of the EU to include new member states from Central
and Eastern Europe as a valuable opportunity to raise awareness of illicit arms
trafficking and organised crime and to develop and implement practical measures to
tackle these related issues.

The scope of organised criminal activity has increased dramatically over the last ten
years, and is now believed to present a significant threat to the economies and govern-
ance of states. The end of the Cold War and the creation of a Single European Market
within the EU have resulted in fewer barriers to trade, a shift which has encouraged
illegitimate as well as legitimate economic activity. Correspondingly, organised crime
has become more ‘business-like’, the structure of criminal organisations imitating
international business to take advantage of the increased opportunities for higher
profits from transnational illicit activity. A move away from strictly clan-based and
localised models of operation has led to an internationalisation of criminal groups’
activities, and to much greater co-operation between groups of different nationality
and geographical remit to support this.

In line with the more corporate structure of modern organised crime is a sharper
focus on economic crime, identified by the German Federal Intelligence Service as the
“world’s largest growth area”, with estimated global profits of $500 billion. Taking
these developments equally seriously, the British Foreign and Commonwealth Office
believes money laundering to be an issue of global concern that has the potential to
create economic instability and pose a serious threat to national governments. Organ-
ised crime in the former Soviet Union (FSU) is discussed: a phenomenon which, due
to a combination of structural factors, such as the collapse of the Soviet state and
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economic recession, has grown to a stage where it wields significant power in relation
to the state —a development which has far-reaching ramifications for other countries.

Rising levels of armed crime and illicit arms trafficking are inextricably linked to
organised crime, and should be of particular concern to the EU. Police in Western
Europe are discovering larger numbers and calibre of weapons in traditional hubs for
illicit goods such as Amsterdam, and the pattern of seizures across Europe suggests this
is a region-wide development. Parallel to, and closely associated with illicit arms
trafficking, is increasing trafficking in drugs, people and other contraband, as
organised criminal gangs employ the same routes and partnerships to smuggle various
illicit commodities across Europe.

The increased use of firearms by organised criminal gangs seems to be accompanied
by a parallel increase in the size and firepower of consignments being trafficked
through Europe — although terrorist organisations, rather than criminal gangs, are
usually the consignee for large shipments. A combination of the easing of border
restrictions between Eastern and Western Europe, and the recent armed conflicts in
the Balkans and Caucasus, have attracted Western mafia groups to the lucrative
business of arms trafficking, reflected in several recent interceptions of arms ship-
ments from the former Yugoslavia to the Irish Real IRA and Basque ETA movements.

Many illegally held or traded weapons have at some stage been exported or sourced
from EU, Central and East European countries. The breakdown of state structures in
ex-Warsaw-Pact countries led to particular problems with oversight and control over
the vast military stocks and production capacities of the FSU: in many cases criminal
actors emerged and established networks, seizing the opportunity to profit from illicit
arms trading. Substantial quantities of weapons, particularly SALW, pass illicitly
through the territories of European states, or are traded by ‘third party’ brokers into
regions of conflict and human rights crisis zones. In addition to causing casualties in
other regions, destabilising accumulations of SALW are exacerbating conflicts and
fuelling banditry in Europe.

The clear connection between organised crime and illicit arms trafficking can also be
extended to conflict situations, where inevitably criminal groups are active, supplying
parties with contraband military equipment and ammunition. A new trend of
‘military commercialism’ can be seen as organised crime flourishes in the conditions
of weak law enforcement, violence and legitimate trade restrictions that accompany
conflict, perpetuating devastating war economies and the conflicts themselves.

The blurring of the line between crime and conflict is part of a profound change in the
concept of war, and in turn has led to a blurring of the concepts of security and law
enforcement. As traditional security threats have receded, other non-military threats
have become more virulent, attacking not the territory of the state but its society, insti-
tutions and the well being of its citizens. Threats from organised crime, illicit arms
trafficking, terrorism and even corruption are now viewed as issues of national security.

These new threats have rendered traditional countermeasures inadequate. Traditional
institutions and policies, the separation between military, intelligence and law enforce-
ment agencies for example, are now inappropriate to combat security threats that
cannot be categorised along these lines. New institutions, and more crucially in the
short term, cross-agency collaboration, have been slow to develop. The sophistication
of the ‘new order’ of transnational organised criminals has now been recognised, and
demands a more comprehensive approach to the problem than those currently
employed.
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Institutions, The report outlines the institutions that are directly or indirectly involved in the fight
agencies and against organised crime in Europe. In some countries, specialised national agencies

me Ch an isms have been establ'lshed, such aslthe .Natlci)nal Criminal Int.elhgence Service (NCIS) in the
UK and the Anti-Mafia Investigative Directorate (DIA) in Italy. Another approach
national governments have adopted is bilateral co-operation to reinforce national
measures and strategies, such as, for example, the Hungarian-US and UK-Italian co-
operation initiatives. A growing number of regional and sub-regional organisations
and institutions within Europe, such as Europol, the Stability Pact Initiative against
Organised Crime in South-eastern Europe (SPOC) and the South-eastern Europe Co-
operation Initiative (SECI) Regional Centre, also have a remit to address the problem
of organised crime, corruption and/or illicit arms trafficking. In addition, there are a
number of ‘global’ responses that have been designed to address this risk, namely those
under the auspices of the UN and Interpol.

Decidi ng on The increase in the levels and scale of organised crime in Europe is evidence that
Europe' S pol icy current law enforcement responses to the problem are failing to keep pace with
pri orities developments in criminal activity, and therefore a number of questions concerning the
adequacy of existing responses need to be raised.

The need for more research on transnational organised crime represents both a key
need and a problem. There are difficulties in measuring what is essentially secretive
behaviour, yet a better understanding of the nature of the threat is essential if more
effective law enforcement responses are to be designed. Similarly, there is also need to
improve the evaluation of current law enforcement strategies; levels of evaluation are
at present poor or non-existent, and the adoption of successful policies will inevitably
depend on an accurate assessment of success. The allocation of adequate resources is
crucial to the undertaking of such research and policy development, and for new
projects, training, information-exchange and institutional development to be imple-
mented successfully.

In addition, police work in the area of transnational crime is often hampered by the
antiquated structures in place, and lacks the flexibility and specialist knowledge that
would allow law enforcement to keep pace with criminal groups. However, the
establishment of specialised units and training programmes on areas such as illicit
arms trafficking, ‘mafia’ networks and migrant smuggling give law enforcement the
potential to collect expertise and information on key areas, and have resulted in
significant achievements.

However, such increased effectiveness can only be sustained through improved
co-operation, collaboration and information-exchange between different national
and international branches and agencies. Inter-agency co-operation and information-
exchange are essential in combating organised crime, but this does not happen often
enough or on a consistent basis. Person-to-person information-exchange and the
practice of ‘point of contact’ networks have yielded results in several areas, but the
need for fully harmonised and effective information-exchange systems remains. Data
collection in particular provides a good example of law enforcement efforts failing to
reach their full potential due to a duplication of efforts. There is great need to harmon-
ise the various data collection systems and databases that have been established,
although the problems of how this should happen and reluctance to share information
remain unresolved. Overall, while it is easy to agree on the ‘mantra’ of co-ordination,

it seems that a lack of political will is one of the obstacles to practical collaboration.

The challenges of co-ordination across Europe are many. Traditionally distinct intelli-
gence, military and law enforcement bodies and different departments within agencies
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which will need to work together; cultural differences in working practices that will
need to be overcome; legal systems and judicial procedure will need to be harmonised;
and political will to take concrete steps forward will need to be found. The European
legislative and judicial systems of ruling on organised crime remain confused, and
Europe-wide efforts are also hindered by differences over Europol itself. The EU is
believed by many to be failing in areas key to the fight against organised crime, yet it
has a crucial role to play in the co-ordination necessary for an effective response.

Many law enforcement agencies believe that increased powers to aid them in the fight
against organised crime are essential to an effective response, but the question of
extending law enforcement powers of surveillance and data retention to gain elusive
evidence, and granting civil forfeiture powers to confiscate the proceeds of crimes,
requires careful examination. The implications such steps could have for civil liberties
and human rights must be given their full weight in any debate over the introduction
or application of such powers. Parliaments and civil society have a crucial role to play
in monitoring the balance between effective law enforcement and civil rights, and in
ensuring that appropriate transparency and accountability mechanisms and safe-
guards are developed alongside efforts to improve operational effectiveness in combat-
ing organised crime and illicit firearms trafficking.

The way The report discusses ways forward on the problem, and identifies priorities for action

forward by governments and institutions to strengthen efforts to combat the threat posed by
illicit arms trafficking and organised crime. It concludes by outlining policy recom-
mendations in seven main areas of priority:

There is need for further research to more thoroughly identify the threat posed by
organised crime and illicit arms trafficking and appropriate policies and collaboration
strategies to combat it, especially in relation to the particular risks inherent in EU
expansion.

There is need for improved co-ordination of agencies and states involved in efforts
to combat organised crime and illicit arms trafficking, to ensure that there is no
duplication of effort and that efforts achieve optimal success through a sensible and
clear delineation of responsibilities and roles.

In order to enhance support co-ordination and facilitate transnational projects, there
is need for the establishment or improvement of existing mechanisms for efficient
information-exchange between states and agencies working to combat organised
crime and illicit arms trafficking.

There is need for legislative reform to allow effective harmonisation of the laws,
penal codes and judicial procedure of different countries. Equally crucial to efforts to
combat organised crime is the full implementation and support of all existing inter-
national commitments to regional and international agencies and initiatives.

There is need for the allocation of increased resources to the problems of illicit arms
trafficking and organised crime to ensure implementation of all of the above recom-
mendations. Proper cost-benefit analysis of the problem would surely merit more
funding.

There is need for training and restructuring of law enforcement bodies where
necessary, to ensure that agencies have both the specialisation and flexibility to combat
the new challenges posed by organised crime and illicit arms trafficking effectively;
alongside this, there is need to ensure that law enforcement personnel receive a full and
proper training in human rights and civil liberties issues and relevant codes of
conduct, such as the UN Code of Conduct for Law Enforcement Officials.
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In their efforts to combat and prevent organised crime and illicit arms trafficking,
and particularly in relation to the control of legal activities (such as data retention and
protection, telecommunications privacy etc.), there is need for all states to ensure
appropriate transparency and clear accountability mechanisms and incorporate
appropriate safeguards for human rights, civil liberties and democracy.



1.1 Rationale
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Central and
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Introduction

in response to the threat to society posed by
transnational organised crime is being developed within Interpol, Europol and the
Schengen Arrangement. To date, however, combating arms trafficking appears to be a
low priority among these organisations. The UN Convention Against Transnational
Organised Crime and the UN Firearms Protocol offer opportunities to increase co-
operation between national and international law enforcement agencies and strength-
en capacity and operational co-operation in the fight against illicit arms trafficking.
The EU, the Stability Pact for South-eastern Europe, NATO and the Organisation for
Security and Co-operation in Europe (OSCE) also have initiatives which impact on
this issue.

This report is published as part of Saferworld’s Central and East European Small Arms
and Security Project. An earlier draft of the report was presented at a seminar that took
place in Bucharest on 15-16 June 2001 and explored the links between arms trafficking
and other aspects of organised crime and trafficking. The proceedings of that seminar
have been published separately.

The proposed enlargement of the EU to include new members from Central and
Eastern Europe (CEE) offers an important opportunity to strengthen arms export
controls across the wider European region. This project looks at how co-operation
between the EU member states and EU associate countries can be deepened to help
tackle arms proliferation. The main objectives are to:

raise awareness of arms export controls and illicit trafficking in EU member states
and candidate countries;

promote the fullest possible implementation of the EU arms initiatives in the EU and
associate countries;

identify the needs of the associate countries and the means by which EU assistance
can be directed towards meeting those needs;

build upon and complement other international initiatives, including those being
undertaken in multilateral frameworks (such as the UN and OSCE); and

build the capacity of NGOs and independent experts in the associate countries to
monitor and oversee the implementation of the EU Code of Conduct and other EU
programmes.

An initial ground-breaking seminar took place in Warsaw in March 2000, when
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1.3 Small arms
and light
weapons

(SALW)

-

N

representatives of European governments and NGOs from East and West joined in a
detailed discussion of how best to work together to co-ordinate effective controls over
flows of small arms and light weapons. The seminar concluded with unanimous
endorsement of the Warsaw Call for Action to halt the flow of light weapons to conflict
zones and regimes that abuse human rights. A series of seminars, workshops and
roundtables are being organised to identify practical projects and initiatives within the
framework of the Call for Action.

The first of these follow-on roundtables took place in Prague in October 2000. The
roundtable enabled government officials from several EU member states and associate
countries in Central and Eastern Europe to meet with NGO representatives to discuss
improvements in transparency and democratic accountability for arms flows. The
Bucharest seminar on the links between organised crime, corruption and illicit arms
trafficking was the second follow-on event. A third is planned for the beginning of
2002 in the Baltic region on the transit trade, diversion and improving co-operation to
prevent illicit arms trafficking.

The problem of the destabilising accumulation and uncontrolled spread of small arms
and light weapons (henceforth SALW) has gained prominence on the international
agenda over recent years, despite some initial fears about impinging upon national
sovereignty or non-interference principles. The reasons for this prioritisation are a
logical conclusion of the devastating consequences of large accumulations and flows
of such weapons (both legal and illegal). Such consequences include: the destabilising
of entire regions; the escalating, intensifying or prolonging of conflicts; impeding
peace operations and humanitarian assistance; obstructing post-conflict reconstruc-
tion and development; and contributing to banditry, crime and social violence.

Although Saferworld and others have argued that many of the weapons circulating in
the illicit market originate as state sanctioned, or legally transferred, weapons,? this
report focuses only on illicit trafficking as it is this aspect of the problem that is most
closely associated with organised crime.

The definition of small arms and light weapons used here is the one used in the 1997
Report of the UN Panel of Governmental Experts on Small Arms (United Nations,
A/52/298, 27 August 1997), which has become widely accepted. This distinguishes
between small arms, which are weapons designed for personal use, and light weapons,
which are designed for use by several persons serving as a crew. The category of small
arms includes: revolvers and self loading pistols, rifles and carbines, submachine guns,
assault rifles, and light machine guns. Light weapons include heavy machine guns,
hand-held under-barrel and mounted grenade launchers, portable anti-aircraft guns,
portable anti-tank guns, recoilless rifles, portable launchers of anti-aircraft missile
systems, and mortars of calibres less than 100mm. The ammunition and explosives are
considered to form an integral part of the small arms and light weapons with which
they are used in conflict.

The complex problems posed by the diffusion and misuse of SALW can only be
addressed by a whole range of measures, both operative and normative. Co-operation
is required at all levels: local, national, regional and global.

Some states have adopted national measures, such as strengthened export controls on
small arms, others have embarked on programmes to collect and destroy surplus small

For a comprehensive overview of the problems associated with SALW proliferation around the world, see Jayantha
Dhanapala, Ambassador Mitsuro Donowaki, Swadesh Rana and Lora Lumpe, eds, Small Arms Control: Old Weapons, New
Issues, UNIDIR, Ashgate 1999; and Small Arms Survey, Graduate Institute of International Studies, Small Arms Survey 2001
Profiling the Problem, Graduate Institute of International Studies, Geneva, 2001.

‘Combating the illicit trade in small arms and light weapons: enhancing controls on legal transfers’, Briefing 6, Biting the
Bullet, BASIC, International Alert and Saferworld, 2001.
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arms. While the complexity of the issue and the uniqueness of the different contextual
settings around the world do not allow for a quick or easy consensus on measures to
take at the international level, a number of organisations in the Americas, Southern
Africa, West Africa and Europe have developed regional initiatives to prevent the
proliferation and misuse of small arms and light weapons. Many of these regional
initiatives have addressed directly the illicit trade in weapons and have built regional
consensus around issues such as marking, storage destruction and transfers. Global
initiatives have also been taken. In the United Nations, sets of recommendations for
measures to prevent and reduce small arms proliferation were agreed in the 1997 and
1999 reports by UN Groups of Experts on Small Arms, which were endorsed by the UN
General Assembly,? and, more recently, at the UN Conference on Illicit Trade in Small
Arms and Light Weapons in All Its Aspects, which was held in July 2001. Finally, a
recently agreed ‘UN Firearms Protocol’ negotiated by the UN ECOSOC Commission
on Crime Prevention and Criminal Justice has the potential to impact significantly on
the illicit manufacturing of and trafficking in SALW.

This report is an updated version of the briefing paper prepared by Saferworld for

the seminar in Bucharest. It has benefited from the presentations and comments of
the seminar participants, but it does not aim to summarise those contributions. The
contents of the report remain the responsibility of the three Saferworld authors.
Moreover, although revisions have been made to reflect widely agreed points and
issues raised during the seminar, it does not represent a consensus achieved among the
participants. Such a consensus is set out in the final conclusions from the seminar,
which are published separately in the official report on the occasion.

The report is divided as follows: Section 2 examines the issue of law enforcement and
security in the new Europe; Section 3 outlines initiatives, at the national, regional and
international levels, to combat transnational organised crime (with particular
emphasis on linkages with measures to combat illicit arms trafficking); and finally,
Section 4 analyses institutional and policy weaknesses associated with current
initiatives and seeks to identify priorities for concerted action.

3 Report of the UN Panel of Governmental Experts on Small Arms, A/52/298, 27 August 1997 and Report of the UN Group of

Governmental Experts on Small Arms, A/54/258, 19 August 1999.
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Law enforcement
and security in the
new Europe

,and especially
the creation of a Single European Market within the European Union (EU), have
created many positive economic and political benefits across Europe. However, these
same processes are also widely thought to have increased opportunities for organised
crime to expand internationally. A new term, ‘transnational organised crime’ has been
coined to describe this new phenomenon:

“With relation to the development of crime, transnational and organised become two
corresponding concepts: the transnational development of crime requires organisation in
order to face the difficulties related to cross-border action and criminal organisations
move transnationally as part of their development in order to maximise opportunities and
minimise the risk of being caught and disrupted’s

In April 2000, the UN found that the “transnationalisation of criminal activity has
increased substantially” along with the general process of globalisation, noting that
“Economic interdependence and the increase in international economic exchange
make the transfer of goods and the movement of people across borders easier...”s The
enlargement of the EU is precisely concerned with increasing and easing international
economic exchange, and therefore could bring with it the threat that organised crime
as well as legitimate business will profit from closer economic integration between
states in the region.

Organised crime groups have “dramatically increased the scope of their activities” in
the last ten years, and present a significant threat to the economies and governance of
states.s The increase in international trade and communication has facilitated this

‘The organisational framework of European crime in the globalisation process’, Ernesto U. Savona, public lecture given at
UNAFEI, 108th international seminar on Current Problems in the Combat of Organised Crime, Fuchu, Tokyo, 26 January—
27 February 1998, www.jus.unitn.it/transcrime/papers.

‘International Co-operation in Combating Transnational Crime: New Challenges in the Twenty-first Century’, working paper
prepared by the Secretariat, Tenth UN Congress on the Prevention of Crime and the Treatment of Offenders, Vienna,

10-17 April 2000.

‘Global Organized Crime’, Mora Stephens, Woodrow Wilson School policy Conference 401A Intelligence Reform in the
Post-Cold War Era, 6 January 1996, www.fas.org.



SAFERWORLD ARMS & SECURITY PROGRAMME 13

increased activity, and has fostered changes in operative practice among organised
criminal groups that make their activities both more successful and more difficult to
stop. Along with globalisation and the opening of borders in the post-Cold-War era,
organised criminal groups have become increasingly professional, a development
which can be seen in two main aspects of their operation: increased collaboration
between groups and a greater focus on economic crime.

Although organised crime in much of Europe today has moved on from the tradition-
al ‘thieves-in-law’, clan-based and localised models of operation, and has now far more
in common with international business than ‘the family’, there is still in many cases a
strong familial or ethnic element to it. In the UK, for example, turf previously under
the control of the Jamaican ‘Yardies’ gangs is now being taken over by British-born
criminals — the original Yardies, “often dismissed as ‘disorganised crime”, have given
way to a more sophisticated generation of gangs, which are better equipped and better
organised.” Traditional family-based criminal groups continue to operate, particularly
in Mediterranean countries, but it is now unusual and uncompetitive for such groups
to work mainly within family circles. Albanian groups for example, are now tapping
into Italian and Russian criminal organisations to facilitate smuggling routes, a
business move which has resulted in profits of around US$400 million a year.?

Organised criminal groups are now more likely to concentrate on economic or finan-
cial crime, and to collaborate with other criminal groups from different countries or
ethnic backgrounds to extend or facilitate their activities abroad. The traditional and
gradual route for expansion of organised criminal activity into new areas or countries
is the use of émigré groups of a similar ethnic origin, as potential victims as well as
collaborators — this method is still used, and would be facilitated by the free movement
of people within an enlarged Europe, but the more successful and modern approach
adopted in recent years does not require an ‘ethnic foothold” in new territory.

Law enforcers are warned to avoid falling into the ‘ethnicity trap’ and “the facile
equation migrants plus marginalisation equal crime should be severely criticized”.?
Organised crime is today encouraged more by mobility and economic disparity than
by ethnic affinity. The new concept of “Transnational Organised Crime Risk’ is based
on the general assumption that organised crime groups move into other countries, or
become transnational, “because of two main variables, maximising opportunities and
minimizing law enforcement risk’ .10 As restrictions have lessened between inter-
national borders, co-operation between organised crime groups has increased; “global
networks” of criminals have developed, allowing “organised crime groups to greatly
increase the profits of their operations and their methods of evading local govern-
ments as they share information, skills, costs, market access and relative strengths.”
Links between the Italian and Russian mafias, and Estonian and Polish groups, have
grown as borders eased between Western and Eastern Europe. Italian gangs were
“quick to take advantage of these new territories”, and “at the same time, increasing
their connections with the new criminal groups” from FSU territories. 12 Similarly, the
“dangerous dynamic” of transnational expansion is a “common feature” among
criminal organisations in South Eastern Europe and has facilitated their expansion
from traditional bases in Eastern Europe and Asia into Western Europe.® Albanian
criminal groups for example, have “disrupted organised crime in Italy, ousting the

7 Deputy Assistant Commissioner Mike Fuller; "Homegrown gangs shoot to power on our violent streets’, Tony Thompson,
The Observer, 26/8/01.

8 ‘Albanian Crack-down on Traffickers’, Llazar Semini, Institute for War & Peace Reporting, 27/2/01.

9 ‘International Co-operation in Combating Transnational Crime: New Challenges in the Twenty-first Century, working paper
prepared by the Secretariat’, Tenth UN Congress on the Prevention of Crime and the Treatment of Offenders, Vienna,
10-17 April 2000.

10 ‘Harmonising Policies for Reducing the Transnational Organised Crime Risk’, Ernesto U. Savona, paper prepared for the
international workshop on Discontinuous Institutional Change and the Economic System: Theory and Evidence, Castel lvano,
8-13 June 1995, www.jus.unitn.it/transcrime/papers/.

11 ‘Global Organized Crime’, Mora Stephens, Woodrow Wilson School policy Conference 401A Intelligence Reform in the
Post-Cold War Era, 6 January 1996, www.fas.org.

12 'The Mafia turns its attentions to conquering the new markets opened with the easing of borders between Western and
Eastern Europe’, Alessandro Crocetta and Ubaldo Cordellini, www.jmk.su.se/jmk/eurorep.

13 European Stability Pact Initiative Against Organised Crime in South-eastern Europe (SPOC), adopted in Sofia, 5/10/00.
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traditional Mafia from Milan within the last two years”, and have expanded so
effectively that British law enforcement is concerned that they will try to establish
themselves in the UK." The UK’s National Criminal Intelligence Service’s (NCIS) UK
Threat Assessment notes the danger of the increasingly popular practice of “sub-
contracting” to local criminal groups, a practice which makes operations less
immediately visible to law enforcement and augments criminals’ ability to run
extensive trafficking operations.'s

This development poses a serious threat — international expansion could well furnish
criminal organisations with the type of success often associated with international
corporations:

“If a greater degree of collaboration occurs between criminals of different ethnicities, it
could have significant consequences. It will make criminals more effective by introducing
them to new criminal networks, giving them access to commodities and expertise, which
they would not otherwise possess. Moreover, it will supply them with more options if their
usual markets or suppliers are disrupted by law enforcement action.” 1€

Collaboration will have significant additional benefits in terms of reducing visibility,
as transnational organised crime groups engaging in the practice of sub-contracting to
local criminals attract less attention and reduce the risk of detection by law enforce-
ment agencies.

These logical and very successful operational developments fully support research
arguing that we are now “faced with rational economic phenomena and well-
structured ‘industries’, operating within illegal marketplaces that function in much
the same way as their legal counterparts.’” Indeed, some of the major criminal
organisations that have emerged are considered to “have more in common with major
transnational corporations than they do with the old style mob” 8 Organised crime
groups are beginning to adopt the principles of international business, with
corresponding success, and the language used to refer to them reflects this: the Russian
mafia has been described as “a multi-billion-dollar global enterprise”® groups are
referred to as “crime syndicates”,?® and the Interpol Organised Crime Unit’s definition
of an organised criminal group is “Any group having a corporate structure whose
primary objective is to obtain money through illegal activities, often surviving on fear
and corruption”!

Entirely in accordance with this move toward global criminal ‘business’ is the second
development in organised crime in recent years — economic crime. This is an area of
particular concern because it is attracting so much criminal activity and new classes

of criminals, more educated and sophisticated and often with no prior record, and also
because it is such a recent development.?2 Law enforcement agencies and financial
institutions are only beginning to recognise the problem and formulate strategies to
combat it. As a recent conference on transnational crime concluded, there is now
“greater recognition that there is a sector of economic activity which could be defined
as ‘organised crime’ which has yet to be tackled.” 2

‘Criminal gangs “running £6bn drugs industry”’, Nick Hopkins, The Guardian, 9/8/01.

NCIS UK Threat Assessment on Serious and Organised Crime 2000’, National Criminal Intelligence Service (NCIS),
WWwW.Ncis.co.uk, p 46.

Ibid.

Arlacchi, P, ‘Some Observations on lllegal Markets'; ‘Anticipating instead of Preventing: Using the Potential of Crime Risk
Assessment in Order to Minimize the Risks of Organised and Other Types of Crime’, Seppo Leppa, HEUNI Paper No. 11,

The European Institute for Crime Prevention and Control, affiliated with the United Nations, Helsinki 1999.

From, Williams, P., ‘Organising Transnational Crime: Networks, Markets and Hierarchies’. ‘Anticipating instead of Preventing:
Using the Potential of Crime Risk Assessment in Order to Minimize the Risks of Organised and Other Types of Crime’, Seppo
Leppéa, HEUNI Paper No. 11, The European Institute for Crime Prevention and Control, affiliated with the United Nations,
Helsinki 1999.

US Ambassador to Hungary, Peter Tufe; ‘FBI to Fight Russian Mob in Hungary’, Raymond Bonner, The Guardian, 22/2/00.
‘The Role of Interpol in Fighting Organised Crime’, Gwen McClure, Chief of the Organised Crime Branch at the Interpol
General Secretariat in Lyon, France, International Criminal Police Review, No. 481 (2000),
www.interpol.int/Public/Publications.

Italics author’s. Interpol, Fenton Bresler, www.alternatives.com.

‘Short Report on Wilton Park Conference 625, ‘Trans-national organized Crime: new Threats and new Responses?’,

29-31 January 2001.

Ibid.
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Economic crime has been identified as the “world’s largest growth area”, and the
majority of Mafia crime is now no longer drugs but some kind of financial fraud.2* It is
estimated that in the last ten years the global profits from organised crime have soared
from US$ 85 billion to US$ 500 billion, a figure ten times the size of some of Interpol’s
member states’ GDP, and twenty times the budget of the European ministers respon-
sible for combating crime.? The EU itself has suffered from major fraud on the scale
of billions of dollars conducted by organised criminal groups who targeted EU
subsidy programmes.? Interpol states that fraud “may constitute serious threats to

the economies of victim countries”, and is “currently one of the areas of greatest
concern”.? With a conservative estimate of global gross criminal profit at $1000
billion, there is “ample evidence that the criminal economy is the fastest growing space
in the global economy in terms of turnover and profits”

With organised crime powering an increase in business crime, “fraud is now about
more than just fiddling the books”, according to an independent UK watchdog, the
Fraud Advisory Panel, which warns that business crime is increasingly linked to
corruption and money laundering carried out by organised criminals.? Money
laundering has become, in the words of the British Foreign and Commonwealth Office
“an issue of global concern”, that has the potential to create economic instability and
to pose a serious threat to national economies.3® Apart from the often serious financial
losses involved, failure to prevent money laundering also allows criminal organisations
to profit from, and therefore have the incentive to continue, other forms of serious
crime, and perhaps more importantly, “to accumulate considerable economic and
financial power, which can seriously undermine national economies and democratic
systems”3' The amount of money laundered worldwide each year is estimated at $500
billion, or 2 percent of global GDP.3

In addition to misuse of financial institutions for criminal gain, other categories of
crime are also committed directly against financial institutions. Criminal groups had
gained up to £400 million by 1996 through cyber terrorism, the blackmailing of finan-
cial institutions through threats of attacks on their computer systems,3 and a study
released last year estimates that computer viruses and hacking take a toll of $1.6 trillion
on the global economy.? The advent of new technology has provided criminals with
an entirely new, and as yet not closely regulated, vehicle to commit economic crime:
the Internet. The international payments card group Visa claimed in April 1999, for
example, that 47 percent of disputes and frauds arising from use of its cards in the EU
were Internet-related; the figure of 47 percent is “extraordinarily high given that only

1 percent of Visa’s EU turnover is Internet-related.” 3 The threat from ‘cyber crime’is
not yet fully understood, and law enforcement bodies fear trends towards widespread
‘cyber extortion increased financial crime and ‘insider’ risks. Similarly, as e-commerce
grows in value it provides more opportunities for criminals and law enforcement

1996 report by German Federal Intelligence Service (BND). ‘The Role of Interpol in Fighting Organised Crime’, Gwen
McClure, Chief of the Organised Crime Branch at the Interpol General Secretariat in Lyon, France, International Criminal
Police Review, No. 481 (2000), www.interpol.int/Public/Publications.

Ibid.

“In May 1996, the European Commission reported that crime syndicates were behind billions of dollars in major fraud
against European Union programmes such as agricultural and structural subsidies and various tax evasion schemes. In one
case reported in 1996, the European Commission’s anti-fraud division participated, along with German and Italian
authorities, in cracking a precious-metal smuggling ring that evaded almost USD 100 million in import taxes.” ‘The Role of
Interpol in Fighting Organised Crime’, Gwen McClure, Chief of the Organised Crime Branch at the Interpol General
Secretariat in Lyon, France, International Criminal Police Review, No. 481 (2000), www.interpol.int/Public/Publications.
www.interpol.int.

‘Pervasive lllicit Small Arms Availability: A Global Threat’, Peter Lock, HEUNI Paper No. 14, The European Institute for Crime
Prevention and Control, affiliated with the United Nations, Helsinki 1999, p 7.

‘Organised crime fuels rise in business frauds’, icNewcastle, www.icnewcastle.co.uk, 27/8/01.

Focus International, FCO, September 1999, London.

Ibid.

Ibid.

‘City of London surrenders to cyber gangs’, EDT, 5/5/96, www.nando.net/newsroom.

‘The NIPC’s International Response to Cyber Attacks and Computer Crime’, Statement by Michael A. Vatis, Director of the
National Infrastructure Protection Centre (NIPC), FBI, before the House Committee on Government Affairs, Subcommittee on
Government Management, Information, and Technology, 26 July 2000, www.fbi.gov.

‘NCIS UK Threat Assessment on Serious and Organised Crime 2000’, National Criminal Intelligence Service (NCIS),
WWwW.Ncis.co.uk, p 32.
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should be ready to anticipate a serious potential problem.3¢ (See Section 4 on efforts to
control cyber crime within the EU.)

As organised crime becomes more business-like it not only becomes more difficult

to detect, but also profits from many of the conditions and systems established to
facilitate legitimate business. Among these are the opening up of borders and free-
trade principles espoused by the EU. As the Secretary General of Interpol noted on a
visit to Slovakia, “as the economy moved towards a market economy it became easier
to commit economic crime” and the opening of the country’s borders encouraged
drugand car crime.? In a similar way, the lifting of the Iron Curtain also encouraged
the spread and intensity of organised crime in the FSU, and has fostered the growth of
one of the largest and most effective organised criminal groups, the Russian mafia.

Post-soviet organised crime has grown and extended its operations into foreign
countries through “the exploitation of the new freedoms available to former Soviet
citizens to travel freely outside the Eastern bloc” and through increased contact and
co-operation with foreign international companies conducting business in Russia and
Eastern Europe.3 The Russian mafia was described as “a huge problem with spiralling
side effects” seven years ago,® and it is now far stronger than other similar organisa-
tions and is believed to have established a network of 12,000 criminal groups across
the FSU states, and links in every continent to over 160,000 other criminals.s

Of course not all organised crime in the FSU is Russian-led. Organised criminal
activity is a problem in a number of former Soviet republics (eg Ukraine, Armenia and
Georgia) where non-Russian mafia groups are likely to play a dominant role. Similarly,
within the Russian Federation, ethnic Russians are unlikely to be in a position to
control all the localised mafia groups, especially in some of the more hostile republics,
such as Chechnya. Due to a combination of structural factors, most notably the
collapse of the Soviet state structure and economic recession, organised criminal
groups, and the Russian mafia in particular, have been able to accumulate significant
power in relation to the state, a development which has far-reaching international
ramifications for other countries, in Europe and beyond. As a result, Russian organised
crime has tended to be the focus of research and analysis on organised crime in the
ESU, allowing analysts to observe its impact and draw possible parallels with other
groups and regions.

Russia’s GNP declined by nearly 50 percent between 1990 and 1998.4* While it is
difficult to assess the extent to which organised crime has contributed to this state of
affairs, law enforcement officials report that financial crime in Russia has now reached
“unprecedented proportions”42 With large-scale fraud against government as the most
lucrative and favoured area of activity for post-Soviet transnational criminality,s the
impact of increasingly sophisticated and frequent frauds or financial scams on the

‘Short Report on Wilton Park Conference 625, ‘Trans-national organized Crime: new Threats and new Responses?’,

29-31 January 2001.

Raimond Kendall, Secretary General of Interpol, on visit to Slovakia in 1995. ‘Mafia Moves'’, Slavka Blazsekova,
www.jmk.su.se/jmk/eurorep.

‘The New Red Terror: International Dimensions of Post-Soviet Organized Crime’, Christopher J. Ulrich, Low Intensity Conflict
& Law Enforcement, Vol. 5, No. 1 (Summer 1996), p 31.

Miles Robertson, lecturer in International Relations, University of St. Andrews, ‘Moscow puts out a contract’, Anna Blundy,
The Guardian, 27/4/94.

‘A Superpower of the Underworld: The Russian Mafia’s Global business, Rudolph Cimelli, (FBIS translated text), Munich
Sueddeutsche Zeitung, internet version, 31/1/01.

Russian gross national product (GNP) dropped by nearly 50 percent between 1990 and 1998. ‘The Role of Interpol in
Fighting Organised Crime’, Gwen McClure, Chief of the Organised Crime Branch at the Interpol General Secretariat in Lyon,
France, International Criminal Police Review, No. 481 (2000), www.interpol.int/Public/Publications.

'Criminal Financial Dealings Dramatically Increased in Russia’, Dr. Pyotr Johannevich van de Waal-Palms, Sovietnik Pravitelstva
CWA, Tovarichestvo Palmsa, Inc., http:/members.aa.net/~russia/.

Louise Shelly, quoted in ‘The Role of Interpol in Fighting Organised Crime’, Gwen McClure, Chief of the Organised Crime
Branch at the Interpol General Secretariat in Lyon, France, International Criminal Police Review, No. 481 (2000),
www.interpol.int/Public/Publications.
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state is severe. In one case alone, some $20 million was fraudulently obtained.s

A rough idea of the scale of Russian organised crime, and the degree to which it has the
power to influence Russia’s economy, is conveyed by the estimates that “the legal and
illegal export of capital far exceeds the total international aid given to Russia”,% with
most of the estimated $25 billion of Russian capital in circulation outside Russia in the
control of crime syndicates.

In addition to their control of funds, Russian criminal groups have control over key
individuals in financial institutions and businesses. The mafia-style murders of several
dozen Russian bankers support the assertion of Russian Interior Ministry experts that
“95 percent of Moscow banks and their affiliates are controlled by the criminal king-
pins”4? Throughout the country, Russian police have estimated that 41,000 companies
are now run by crime groups, together with 50 percent of the banks and 8o percent of
joint ventures involving foreign capital.#® The extent of the organised crime’s impact
on the Russian economy is such that the Russian Security Ministry estimates that one
in every three barrels of Russian oil reaches the West through illegal channels.4® It is
now believed that illegal or shadow capital is now “roughly equal to that of legal
government funds in circulation for all of Russia”5 although official estimates put the
proportion of Russian capital that has been laundered at only 1 percent.5!

The example of organised criminal influence throughout the financial sector also
applies to other economic and political sectors in Russia. Many criminals work in
business, the civil service and even the state security apparatus. This extensive
corruption greatly facilitates organised crime, and insider knowledge of the state
security and law enforcement bodies means not only that the Russian mafia is well
placed to evade capture in Russia, but also better equipped than other international
criminal groups to enter and operate in other countries.

Speaking at a recent conference in St Petersburg, the head of the World Bank, James
Wolfensohn, warned that corruption by powerful economic interest groups is more
damaging to impartial justice than political interference in the countries of the FSU.
A senior aide of the Russian President Vladimir Putin, conceded that there was
corruption within the Russian judicial system, admitting that, “we don’t have an
effective mechanism to identify corruption”s2

There are obvious security implications of partnerships between civil servants and
organised crime, which have resulted in “lapses in public safety, border control and
internal security”.5 Threats from economic espionage, increasingly a target for Mafia-
FSB (successor to the KGB) collaboration, are heightened when the problem of

“The country lost $20m when state credits were illegally diverted for other purposes, according to estimates of the Main
Economic Crimes Dept of the Russian Interior Ministry”; ‘Criminal Financial Dealings Dramatically Increased in Russia’,

Dr. Pyotr Johannevich van de Waal-Palms, Sovietnik Pravitelstva CWA, Tovarichestvo Palmsa, Inc.,
http://members.aa.net/~russia/.

From a letter from the French Foreign and Finance Ministers, Hubert Védrine and Laurent Fabius; ‘A Superpower of the
Underworld: The Russian Mafia’s Global business, Rudolph Cimelli, (FBIS translated text), Munich Sueddeutsche Zeitung,
31/1/01, internet version.

‘The Role of Interpol in Fighting Organised Crime’, Gwen McClure, Chief of the Organised Crime Branch at the Interpol
General Secretariat in Lyon, France, International Criminal Police Review, No. 481 (2000),
www.interpol.int/Public/Publications.

‘Criminal Financial Dealings Dramatically Increased in Russia’, Dr. Pyotr Johannevich van de Waal-Palms, Sovietnik Pravitelstva
CWA, Tovarichestvo Palmsa, Inc., http://members.aa.net/~russia/.

‘The Role of Interpol in Fighting Organised Crime’, Gwen McClure, Chief of the Organised Crime Branch at the Interpol
General Secretariat in Lyon, France, International Criminal Police Review, No. 481 (2000),
www.interpol.int/Public/Publications.

“The Russian Security Ministry believes that around $3bn has been made in the smuggling of oil, metals, and strategic
materials from Russia across the eminently penetrable borders of the former Baltic republics”. ‘“Moscow puts out a contract’,
Anna Blundy, The Guardian, 27/4/94.

‘Criminal Financial Dealings Dramatically Increased in Russia’, Dr. Pyotr Johannevich van de Waal-Palms, Sovietnik Pravitelstva
CWA, Tovarichestvo Palmsa, Inc., http://members.aa.net/~russia/.

‘Panama help Russia to beat money laundering’, Andrew Bounds and Andrew Jack, The Financial Times, 9/8/01.

‘Former Soviet Union warned on corruption’, Andrew Jack, The Financial Times, 10/7/01.

‘The Role of Interpol in Fighting Organised Crime’, Gwen McClure, Chief of the Organised Crime Branch at the Interpol
General Secretariat in Lyon, France, International Criminal Police Review, No. 481 (2000),
www.interpol.int/Public/Publications.

According to Commissioner Alain Defer, head of the French Police’s Counterfeiting Unit, “The Russian Mafia increasingly
collaborates with the country’s secret service over economic espionage. .. preparing for the euro by starting money-
counterfeiting workshops”. ‘A Superpower of the Underworld: The Russian Mafia’s Global business’, Rudolph Cimelli,

(FBIS translated text), Munich Sueddeutsche Zeitung, internet version, 31/1/01.
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trafficking in nuclear materials is considered.® The Italian Mafia has also been
involved in the trafficking of nuclear material, as a delegate at a recent conference
commented, “the nuclear weapons traffic is very worrying. Plutonium and uranium
are easily stolen from Eastern Europe laboratories”5¢ Although the amounts trafficked
are usually too small to be used in the building of nuclear weapons, the transportation
and handling of such material by inexperienced smugglers poses a serious danger to
health and the environment.

In addition to organised crime groups’ access to highly dangerous materials and
resources, groups’ infiltration and bribery of, or influence over state institutions
presents a clear threat to security and governance. As noted by the Chief of Interpol’s
Organised Crime Branch, organised crime “has the potential to cause economic or
political unrest and can even result in the fall of governments”s?

The Russian mafia provides an example from the more extreme end of the spectrum
in terms of the threat from organised crime and corruption to the governance and
economy of Europe. Unfortunately, the negative impact of this development is not
limited to Russia, or even the FSU, and there are other effective and influential
organised criminal groups operating throughout Western and Eastern Europe.

According to the British NCIS, UK financial institutions being used by Russian groups
for transfers of illicit funds and Russian drug trafficking operations are expanding into
Western Europe, using Warsaw and Prague as their principal bases for contact with
international dealers, and “establishing a presence in other EU countries and
candidate member states”s® The threat Russian criminal groups pose to other
countries is taken very seriously. Both Hungary and the Baltic states have requested US
assistance to break up the Russian gangs operating out of Budapest and throughout
the Baltics: Hungary is host to the International Law Enforcement Academy (ILEA),
and Hungarian officers work side by side with FBI agents in the HNP/FBI Task
Force.(See Section 3 for more information on Hungarian-US co-operation and the
ILEA). Regardless of the country’s geographical distance from Russia, the American
involvement in the initiative reflects “the growing concern in the US about Russian
organised crime”, which senior officials consider “a direct threat to us”.

Interpol echoes these fears, stating that “crime groups emanating from the former
Communist countries of eastern Europe and the republics of the FSU pose a deadly
threat internationally as the number of crime syndicates steadily rises”' To combat
this threat, ‘Project Millennium’ was initiated by Interpol’s Organised Crime Branch
(OCB) in 1998 to facilitate the centralised collection, collation and analysis of sensitive
intelligence concerning East European and Russian organised crime groups; in an
“unprecedented move towards enhanced security”, necessary to counter the risks of
high levels of corruption in official law enforcement and intelligence bodies in the
region, a two tier system of information access, ‘sensitive secure’ and ‘enhanced secure),

‘The New Red Terror: International Dimensions of Post-Soviet Organised Crime’, Christopher J. Ulrich, Low Intensity Conflict
& Law Enforcement, Vol. 5, No. 1 (Summer 1996), p 39.

Joseph Genovese, FBI representative at ‘Europe, Mafia Alert?’ conference, Catania, Sicily, February 1999. ‘'The Mafia turns its
attentions to conquering the new markets opened with the easing of borders between Western and Eastern Europe’,
Alessandro Crocetta and Ubaldo Cordellini, www.jmk.su.se/jmk/eurorep.

‘The Role of Interpol in Fighting Organised Crime’, Gwen McClure, Chief of the Organised Crime Branch at the Interpol
General Secretariat in Lyon, France, International Criminal Police Review, No. 481 (2000),
www.interpol.int/Public/Publications.

‘The New Red Terror: International Dimensions of Post-Soviet Organised Crime’, Christopher J. Ulrich, Low Intensity Conflict
& Law Enforcement, Vol. 5, No. 1 (Summer 1996), pp 32-35.

‘NCIS UK Threat Assessment on Serious and Organised Crime 2000’, National Criminal Intelligence Service (NCIS),
WWW.NCis.co.uk, p 44.

Thomas Fuentes, chief of the FBI's organized crime division. ‘FBI to Fight Russian Mob in Hungary’, Raymond Bonner,

The Guardian, 22/2/00.

‘The Role of Interpol in Fighting Organised Crime’, Gwen McClure, Chief of the Organised Crime Branch at the Interpol
General Secretariat in Lyon, France, International Criminal Police Review, No. 481 (2000),
www.interpol.int/Public/Publications.
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was designed to meet the project’s specific needs.s2 (See the discussion on Interpol in
Section 3.)

The countries of the FSU, including some EU associate countries (eg the Baltic
republics and Romania), have been “particularly vulnerable to the threats posed by
organised crime. The large-scale privatisation and chaotic economic and political/
regulatory changes experienced in former Eastern Bloc countries since the collapse
of the Soviet Union have created fertile soil for all manner of illegal and/or corrupt
private sector and public sector activity”.$3 While candidate countries’ governments
have acknowledged the problem, they have often lacked the resources to deal with it,
and many Western European countries fear the “Trojan horse’ inherent in EU
expansion to include what are perceived as countries with higher levels of crime and
mafia infiltration.s* (For a further discussion on the impact of EU expansion and the
opportunity this presents for organised crime, see Section 4.)

Kaliningrad for example, is a region separated from the rest of the Russian Federation
between Poland and Lithuania that will be well placed to benefit from EU expansion.
However, there are many serious practical issues that need to be dealt with, not least
the fact that Kaliningrad is “a centre of organised crime”, with some estimates suggest-
ing that over 50 percent of the region’s income now comes from criminal activity.®* In
attempts to combat the potential threat Kaliningrad’s levels of crime pose to its current
members and future borders, the EU is providing financial and technical assistance to
the region, which has received 15 million Euros of EU assistance, and is promised the
same again in future funding.s6

Regional and international organisations have been putting pressure on Russia to
bring crime and corruption under control, and to make improvements in law and
order that would bring benefits both within and beyond the Russian Federation. The
World Bank has made it clear that development in Russia is “impossible without legal
and judicial boundaries that ensure justice and the absence of corruption”, putting
serious pressure on President Vladimir Putin to clean up the Russian economy.s” Mr
Putin’s accession to power in 2000 brought changes to the system of Russian govern-
ment, among them reforms designed to tackle the problem of organised crime and
corruption. With the delicate Russian economy in mind, the Russian president is
taking measures to address these problems, acknowledging that one of the three main
barriers to economic reform is the “rash of criminals”

Mr Putin has vowed to rule Russia by a “dictatorship of law”, and is beginning to tackle
the “notoriously wealthy and corrupt upper tier of the administration — the
oligarchs”# In the first four months after he came to power, Mr Putin “significantly
rearranged the country’s law enforcement capabilities in order to service his anti-
corruption campaign’, granting additional surveillance powers to the tax police,
Interior Ministry and Kremlin as a first step in “a broad concept the Kremlin refers to
as the Federal Service for Investigating and Combating Corruption (FSRBK)”.7 Putin’s
“decisive campaign against the financial and political corruption plaguing Russia “has
seen the charging of senior officials in public utility and service companies with tax
evasion, and the arrest of the Moscow tax chief.”

‘The Role of Interpol in Fighting Organised Crime’, Gwen McClure, Chief of the Organised Crime Branch at the Interpol
General Secretariat in Lyon, France, International Criminal Police Review, No. 481 (2000),
www.interpol.int/Public/Publications.

Ibid.

‘Short Report on Wilton Park Conference 625, ‘Trans-national organized Crime: new Threats and new Responses?”,
29-31 January 2001.

‘Russia’s hell-hole enclave’, Chris Patten, The Guardian, 7/4/01.

Ibid.

‘Putin pledges reforms to fight corruption’, India Times, www.indiatimes.com, 9/7/01.
‘Putin’s pitch’, The Associated Press, http://abcnews.go.com, 8/7/00.

‘Putin pushes for police state’, Stratfor, www.stratfor.com, 5/5/00.

Ibid.

‘Putin kicks in the door of corruption’, Stratfor, www.stratfor.com, 16/5/00.
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Russia has also come under pressure from the Organisation for Economic Co-
operation and Development (OECD) Financial Action Task Force (FATF), an inter-
national agency set up by the Gy leading economic nations to crack down on criminal
flows of money that blacklisted Russia last year. This pressure has resulted in an
unusual and positive move towards sharing experience and best practice, with Panama
now involved in helping Russia to draft anti-laundering legislation designed to satisfy
the FATF requirements. The new anti-money-laundering legislation passed through
the Duma on 6 August 2001, and will establish a new Centre for Financial Monitoring
with more than 150 employees and an initial budget of US$1 million.”

Mr Putin has also stated that judicial reform is one of his priorities,” and this will be
critical to Russia’s future as the current system allows the purchase of many judges and
prosecutors. “Without a reconstituted judicial system based on the rule of law and
cleansed of corruption, many analysts agree, no other reform will mean much”.?s Mr
Putin’s proposal, which has received some tentative endorsement by the Duma, would
establish a new criminal procedures code, revamp the entire system for selecting
judges, introduce jury trials for higher sentence crimes, and bring prosecutors’ powers
of arrest and search under court oversight. However, the reform programme proposed
will be implemented slowly over a period of three years, and has come under criticism
as being “in some ways. .. worse than the Soviet system”:75 in a nation-wide survey
conducted this summer, only 31 percent of Russian citizens had positive expectations
of judicial reform, and a majority of 42 percent believed that the reforms had ‘stalled’6

Entrenched corruption in public administration provides undeniable encouragement
for organised crime, facilitating criminal activities, protecting criminals from law
enforcement and prosecution, and allowing the profits from crime to be more easily
secured through money laundering. Such corruption also benefits the black market in
arms, as export licensing and customs regulations can be circumvented. Russian black
market arms dealers are reported as saying that they are able “to complete their deals —
including shipping and customs clearances — by paying modest bribes, usually less
than 10 percent of the deal”.?” Pervasive and high-level corruption is not only a
problem for the Russian Federation, and afflicts several East European countries,
including EU front-runners such as Hungary (which was recently included on the
FATF’s money laundering black list).” There were reports this summer alone of high-
level public officials taking bribes to facilitate weapons trading in Poland,” Ukraine,3
Croatia® and Albania,® and of scandals involving the president of Belarus,® and a
former Ukrainian prime minister.#

‘Panama help Russia to beat money laundering’, Andrew Bounds and Andrew Jack, Financial Times, 9/8/01.
‘Putin pledges reforms to fight corruption’, India Times, www.indiatimes.com, 9/7/01.

‘Putin pushes reforms with power’, Peter Barker and Susan B. Glasser, The Washington Post, 7/7/01.

Former judge and reform advocate Sergei Pashin. Ibid.

‘Putin’s reform project’, Nationwide VCIOM survey, 22-25 June 2001, www.russiavotes.org.

‘lllegal Soviet weapons fuel wars around world’, Margaret Coker, Atlanta Journal and Constitution, 8/7/01.
‘Hungary crime record could hit accession hopes’, Simon Cross, EU Voice, 28-4/7/01.

‘Poland foreign arms firm representative says public officer demanded bribe’, Warsaw Rzeczpospolita, 7/7/01.
'Arms dealers from the Ukrainian intelligence services’, Boris Fitin, Moscow Versiya, 31/7/01.

'MORH protects arms dealers who smuggle weapons to ETA and IRA", Jasna Babic, Zagreb Nacional, 24/7/01.
‘Scandal reaches military investigators’, Zilie Feci, Tirana Republika, 26/7/01.

‘Putin backs Lukashenka’s sales to PA', Jerusalem DEBKATfileWWW, 22/7/01.

‘Man in Kiev pops up in arms traffic’, Alberto Gaino, Turin La Stampa, 24/5/01.
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A development inextricably linked to organised crime that should be of particular
concern to the EU is the rise in armed crime and the trafficking of small arms and light
weapons throughout Europe. Trafficking in arms, drugs and people are typically inter-
connected, as criminals utilise established routes to branch out into different illicit
commodities. Data gathered by the US government and NCIS supports this. NCIS
notes, for example, that firearms are already entering the UK alongside drug consign-
ments and confirms the “strong link between firearms possession and drug trafficking’
and the networks used to smuggle them.®

>

“Although the influx of weapons into the European Union (EU) is not overwhelming,
there is a regular trickle of small arms primarily from the Balkan region, as well as from
Eastern Europe, which could increase as the EU and the Schengen Rim both expand to
the east and south-east. The collapse of the Soviet Union, the end of the Warsaw Pact and
the wars in former Yugoslavia have resulted in a relaxation of border controls and an
excess supply of light weapons, some of which have found their way into Europe. Small
arms and light weapons (SALW) have fed the local criminal underworld as well as
European terrorist groups, such as the Real IRA, thus contributing to the undermining of
West European public safety.”8

SAIW are both a means of protecting the illegal activities of organised crime groups
and a base of activity and source of income for groups engaged in the trafficking of
illegal commodities. Illicit arms trafficking presents a serious threat to security within
and outside the EU.

This increase in armed crime and the availability of firearms has been particularly
conspicuous in the Netherlands, a traditional hub for illicit goods in transit through
Western Europe. Recent high profile firearms killings reflect the climbing murder rates
in Amsterdam, a city whose illegal trade “has moved from sex and drugs to focus on
firearms — everything from machine guns to anti-tank weapons”8 While local police
believe possession of weapons was already widespread, the fact that Dutch-based
criminals are now “supplying Kalashnikovs and anti-tank guns suggests a different
scale of operation”: Jan Pronker, Amsterdam’s police commissioner, noted, “They used
to keep this business among themselves. Now it’s out on the street”. 38

According to Dutch prosecutors, criminal organisations based in the Balkans and
specialising in smuggling immigrants, drugs and weapons have chosen Amsterdam as
a centre for their operations and are “becoming increasingly more violent”.8 The
pattern of seizures across Europe suggests this is a region-wide development. Arms
seized in Poland in 1999 included 120 hand grenades, plastic explosives and a ‘Mucha’
rocket, capable of destroying modern armoured vehicles within a 3km range,
apparently being smuggled from the FSU to the arsenals of local criminal gangs.® A
recent British police seizure of weaponry intended for criminal organisations included
heavy machine guns and a mortar, “types of heavy machine gun [which] have never
been used on the streets of London before”.*!

The NCIS UK Threat Assessment on Serious and Organised Crime 2000 notes that
despite the fact that at present the UK does not have a particularly strong gun culture,

‘International Crime Threat Assessment’, December 2000, www.whitehouse.gov

NCIS data estimated that while drug trafficking was by far the most likely activity to be undertaken by organized crime
groups (56 percent), arms and munitions trading was undertaken by 10 percent of all organised criminal groups, and

18 percent of drug trafficking groups engaged in arms trading as a secondary activity. ‘NCIS UK Threat Assessment on
Serious and Organised Crime 2000’, National Criminal Intelligence Service (NCIS), www.ncis.co.uk.

The proliferation of illegal small arms and light weapons in and around the European Union: instability, organised crime and
terrorist groups, Dr Domitilla Sagramoso, Saferworld & Centre for Defence Studies, April 2001, pp1-2.

‘Sushi bar killings reflect deadly new Amsterdam trade’, lan Bickerton, Financial Times, 18/12/00.

Ibid.

‘Balkan Gangs Stepping Up Violence, Dutch Say’, Marlise Simons, New York Times 30/11/00, www.nytimes.com.

‘Polish Police catch East European arms smugglers’, Reuters, 24/10/99, www.go.com.

‘Yard swoops on arms haul’, Justin Davenport, www.thisislondon.com, 25/3/01; ‘Teenager arrested after Yard seize hi-tech
assault rifle’, lan Burrel, The Independent, 7/8/01.
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“over the next few years UK law enforcement may observe an increase in the use of
firearms among organised criminals”, and an estimated 9o percent of these firearms
will have been manufactured outside the UK.%2 The NCIS prediction seems to have
been borne out, as gun crimes in London rose by 11 percent in 2000, reaching the high-
est figure for seven years.® In August 2001 a prosecuting judge noted “rising police
anxiety” about the levels of drugs-related gun crime in London.? Shots are now fired
in London on a daily basis, “incidents involving handguns are running into double
figures every week”, and the number of gunshot casualties is said to have now reached
proportions which the health services are not equipped to deal with.?s Faced with the
“frightening increase” in the level of firepower facing its officers and in the number of
incidents in which police were shot at, the UK police have now commissioned a safety
review: “We have been looking at countries like the US and Canada where firearms are
more prevalent... to see what lessons we can learn”. %

France has seen the same worrying trends, with weapons entering France in ever rising
numbers from the Balkans since the former Yugoslavia disintegrated.?” “Pistols, assault
rifles and even rocket launchers.... turn up in France ever more frequently since the
collapse of the Soviet Union and the Balkans conflicts”, and according to experts,
“falling prices prove that these arms are becoming more and more numerous”.#

The Greek police estimate that approximately 350,000 to 400,000 illegal weapons have
been imported into the country, providing such a ready availability of relatively cheap
arms that criminals use guns once before discarding them, making tracing ownership
even more difficult.?® Greece, “a gate for the transit of weapons brought from the
former Soviet Union”, is now seeing an influx of weapons and organised crime groups
from the Balkans.® The Greek Minister of Public Order, Mikhail Khrisokhoidhis,
stressed the strong linkages between arms trafficking and criminal gangs, who also run
drug and human trafficking routes: “If you wish to fight organised crime in Greece,
first of all you have to deal a hard blow to illegal arms trafficking”1*" Arms trafficking is
reportedly a “very useful tool” for expanding the influence of organised crime groups,
and according to Ilias Gounaris, Greece’s permanent representative to the UN, “the
Russian mafia, criminal organisations from Albania, the activities of the UCK’s
[Kosovo Liberation Army] chiefs, and the remainder of the Foreign Legion in Skopje
have laid a tight net around Greece”.12

In Portugal police sources say that “modified guns are as easily accessible as any
common good”, commenting that “some years ago anyone wishing to get a knife or a
dagger could do so easily. Today it is common to find people, either for criminal reasons
or purely for self-defence, with modified guns of a 6.35 calibre” 2 This increase in the
supply and availability of arms to criminal groups risks the emergence of a culture of
violence, similar to that seen in some cities in the US, Brazil or South Africa. In some of
those cities armed crime has led to the privatisation of security and the increased spread
and use of arms as communities seek to defend themselves. While such scenarios in EU
cities are still a long way off, levels of armed crime are rising in the Community. 4

The increased use of firearms by organised criminal groups is seemingly accompanied

‘NCIS UK Threat Assessment on Serious and Organised Crime 2000’, National Criminal Intelligence Service (NCIS),
www.ncis.co.uk, p 39.

‘Teenager arrested after Yard seize hi-tech assault rifle’, lan Burrel, The Independent, 7/8/01.

‘Stolen Army Weapons used by London Yardie drug gang’, Severin Carrell, The Independent on Sunday, 5/8/01.
‘Homegrown gangs shoot to power on our violent streets’, Tony Thompson, The Observer, 26/8/01.

Deputy Assistant Commissioner Mike Fuller. 'Homegrown gangs shoot to power on our violent streets’, Tony Thompson,
The Observer, 26/8/01.

"Weapons black market does good business in France’, Christian Curtenelle, Reuters, 4/9/01.

Ibid.

‘Some 400,000 illegal weapons in circulation in Greece’, Athens to Vima, (FBIS translated text), 19/4/01.

‘The KGB competition is no longer scary’, Bucharest Ziua, 10/8/01.

Ibid.

‘The Arms Trade in Greece’, V. Nikolakopoulos, To Vima tis Kiriakis, 5/8/01 [translated version, ‘lllegal arms trade in Greece
expanding rapidly due to developments in Balkans’, distributed via the Isenberg listserve,
http:/groups.yahoo.com/group/armstrade, 6/8/01] .

‘Police dismantles arms trafficking gang’, Publico website version, (FBIS translated text), 9/3/01.

Domitilla Sagramoso, The proliferation of illegal small arms and light weapons in and around the European Union: instability,
organised crime and terrorist groups, Saferworld/Centre for Defence Studies, July 2001.
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by a parallel increase in the size and firepower of the consignments being trafficked
through Europe — although terrorist organisations, rather than criminal gangs, are
usually the consignee for such large shipments. A combination of the easing of border
restrictions between Eastern and Western Europe, and the recent armed conflicts in
the Balkans and Caucasus have attracted Western mafia groups to the lucrative busi-
ness of arms trafficking.1 In 2000, for example, Croatian police arrested members of
two major smuggling rings. Three smugglers suspected of belonging to a sophisticated
trafficking ring, which dealt mainly in rocket launchers, automatic rifles and hand
grenades to Western Europe (and was suspected of smuggling $720,000 worth of
military equipment in the previous two years) were arrested towards the end of 2000.
A similar group of arms smugglers connected with Western European terrorist
organisations were arrested in Split in July 2000.1%

Groups such as the Real IRA and the Basque ETA organisation are now believed to be
sourcing heavy weaponry from the Balkans.1? After arms sources in the Near Fast and
former Eastern bloc, Croatia and other Balkan states are now considered to be among
the most important sources of arms for extreme terrorist movements; connections
have developed to such an extent that some Croatian émigrés have even participated
in IRA training and operations.'® The UK government has recently secured the extra-
dition of, and charged, three men arrested in Slovakia on suspicion of gunrunning for
the Real IRA, which is believed to have “built up its arms dumps after looting the
former Yugoslavia” and developed links with allies of Radovan Karadzic, the Bosnian
Serb leader charged with war crimes."® The rocket used in the attack on the British
MI6 London headquarters in September 2000 was an RPG22, manufactured in either
Bulgaria or Russia and obtained in the former Yugoslavia.®

Similarly, in Spain a “substantial shift in ETA’s sources of supply” is noted. From
previous purchasing on the Belgian black market, the group has begun to acquire
materiel in the former Yugoslavia, “using similar methods and channels to those
employed by Italian Mafia gangs and Colombian drug traffickers” """ Indeed, the
president of the Aragon People’s Party was assassinated by a member of ETA with a
Croatian revolver, bought on the black market and smuggled into Spain."? Further
evidence for such supply routes can be seen in Amsterdam, where in recent months
large quantities of Eastern-European-produced weapons, including explosives and
grenade launchers, have been found. The Dutch authorities have reason to believe the
arms were in transit and destined for terrorists, as consignments comprised “heavy
weapons suitable for warfare, not the kind used in a bank assault or a crime of
passion”.3 The police say they are up against criminal gangs operating on an un-
precedented scale, and fear their discoveries are only “the tip of the iceberg”.14

“Only the tip of the iceberg” was a phrase used again when Polish police exposed a
large-scale smuggling operation, which was responsible for illegally shipping light
weapons and ammunition worth nearly $6 million to countries under UN embargoes.
According to Jacek Spyt, the prosecutor in Gdansk, the port through which most of the
arms travelled, the authorities have proof that “the Polish firms knew what they were

‘The Mafia turns its attentions to conquering the new markets opened with the easing of borders between Western and
Eastern Europe’, Alessandro Crocetta and Ubaldo Cordellini, www.jmk.su.se/jmk/eurorep.

The arrests resulted from large-scale investigation involving Interpol and several European police forces. ‘Croatian Police Nab
Smugglers of Arms Bound for Western Europe’, Agence France Presse, 26/1/01.

‘Karadzic associates ‘exporting weapons”, Isambard Wilkinson and Julius Strauss, The Daily Telegraph, 19/4/01. Also see
Domitilla Sagramoso, The proliferation of illegal small arms and light weapons in and around the European Union: instability,
organised crime and terrorist groups.

‘Investigation seems to connect Croatian arms smugglers, IRA and ETA', Zagreb Jutarnji List, 18/8/01.
‘From arms deals in Libya to training in the Balkans’, Jason Bennetto, The Independent, 15/8/01.
‘Intelligence war puts Real IRA on the back foot’, John Hunter, The Observer, 2/9/01.

‘ETA may have bought anti-aircraft missile’, Madrid £/ Mundo, (FBIS translated text), 20/3/01.
‘Investigation seems to connect Croatian Arms smugglers, IRA and ETA', Zagreb Jutarnji List, 18/8/01.

Jeroen Steenbrink, a spokesman for the city’s chief prosecutor. ‘Balkan Gangs Stepping Up Violence, Dutch Say’, Marlise
Simons, New York Times, 30/11/00, www.nytimes.com.

‘Balkan Gangs Stepping Up Violence, Dutch Say’, Marlise Simons, New York Times 30/11/00, www.nytimes.com.
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doing”.1s In many parts of Europe, the level of crime related to the illicit arms trade is
likely to be increasing. In Russia, for example, 26,889 crimes connected with the illicit
arms trade were registered in the first four months of 2001, and the first two months
of the year saw a 51 percent rise in the number of undetected crimes associated with
the illegal arms trade."”

Lax export controls allow further consignments of SALW to join the estimated 550
million small arms already in global circulation."® These weapons fuel conflicts and
violent crime, are used to violate human rights and humanitarian law and threaten
human security far beyond Europe’s borders, in Latin America, Africa, and Asia, as
well as in Europe.® In addition to encouraging violent crime and allowing criminals
to defend their operations from law enforcement, small arms, machine guns, rifles,
grenades and mortars, are responsible for 8o to 9o percent of casualties in modern
wars. Indeed, light weapons have been the only weapons used in 46 out of the 49
conflicts that have occurred since 1990. The majority of these conflicts have been
within states, fought by lightly armed irregular forces, against neighbouring ethnic or
religious groups, and have killed mainly civilians, chiefly women and children.1

There is increasing evidence to suggest that many illicitly held or traded weapons have
at some stage been exported or sourced from EU countries and from the countries of
Central and Eastern Europe.' Substantial quantities of weapons, particularly small
arms and light weapons, pass illicitly through their territories, or are traded by ‘third
party’ brokers into regions of conflict and human rights crisis zones.'?2 In addition to
causing casualties in other regions, such destabilising accumulations of SALW are also
exacerbating conflicts and fuelling banditry in Europe.

Lax export controls have been a particular problem in ex-Warsaw-Pact countries,
where the end of the Cold War “added a dangerous dimension to proliferation:
diminishing oversight and control” over the vast military stocks and production
capacities of the FSU.12 The breakdown of state structures “resulted in the weakening
of state control over weapons production and import/export systems. In this power
vacuum, a plethora of non-state actors have emerged, including brokers, criminal
groups and privatised factories. These actors further limit the state’s ability to control
weapons transfers”.124

The environment created by the rise of organised crime, economic instability, civil
strife and violent conflicts in the FSU has weakened controls over weapons even
further and provided fertile ground for a ‘mushrooming’ of illicit weapons production
and trafficking and diffusion of weapons within states and across borders.

There are very clear connections between organised crime and illicit arms trafficking.
Organised criminal groups act in accordance with the commercial rules of supply and
demand that govern profit-making, and areas in which SALW are restricted or
prohibited will be likely to be areas where there is conflict, thus presenting a prime

"Polish Arms Smugglers Violated UN Embargoes’, Jorgen Dragsdahl, BASIC Reports No. 65, 14/8/98.

'26,889 Arms trade-related crimes registered in Russia from January to April’, Moscow Agentstvo Voyennykh Novostey
WWwWWw, 19/5/01.

‘Russia: Crimes Related to lllegal Arms Trade Rising’, Moscow Agentstvo Voyennykh Novostey WWW, 13/3/01.

‘Small Arms Survey 2001 — Profiling the Problem’, The Graduate Institute of International Studies, Geneva, p 59.

‘Eastern Europe’s Arsenal On the Loose: Managing Light Weapons Flows to Conflict Zones’, Abdel Fatau Musah and Robert
Castle, BASIC Occasional Paper No. 26, May 1998. For recent examples, see also: ‘lllegal Czech arms sold in Bangladesh
daily’, Prague CTK, 24/8/01; 'Italian police raid RUF chief arms supplier’, London Expo Times, www.expotimes.net, 9/7/01;
‘Linguist became leading merchant of death’, Margaret Coker, www.accessatlanta.com, 8/7/01.

'Awash with Weapons', Paul Eavis, The World Today, April 1999.

‘Enhancing NGO engagement to prevent the proliferation and misuse of small arms in Central and Eastern Europe’, report
on Slovak Foreign Policy Association and Saferworld seminar held in Bratislava 28-29 October 2000, March 2001, p 2.
‘Controlling the gun-runners: Proposals for EU action to regulate arms brokering and shipping agents’, Brian Wood and
Elisabeth Clegg, BASIC, Saferworld and the Norwegian Initiative on Small Arms Transfers report, February 1999, pp 2-3.
Dmitriy Milin, deputy head of the St. Petersburg area directorate against organized crime, commented that the sixteen
weapons depots in St. Petersburg “are virtually unguarded; large quantities of explosive materials enter the criminal world
from [these] army stores”. ‘Eastern Europe’s Arsenal On the Loose: Managing Light Weapons Flows to Conflict Zones’, Abdel
Fatau Musah and Robert Castle, BASIC Occasional Paper No. 26, May 1998.

‘Eastern Europe’s Arsenal On the Loose: Managing Light Weapons Flows to Conflict Zones’, Abdel Fatau Musah and Robert
Castle, BASIC Occasional Paper No. 26, May 1998.
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business opportunity for organised crime groups. The US government estimates that
military equipment worth several hundred million US dollars is sold every year to
countries under UN embargo, embargoes that, for criminal groups, represent
profitable black markets.1s

Russian and Italian criminal organisations, for instance, were operating in the midst
of the Yugoslav conflicts.'?¢ The recent seizure of Russian tycoon Alexander Zhukov
was the final arrest in a major operation to dismantle a large-scale arms trafficking
operation involving Belgian, Italian and Russian criminals, which shipped over 13,000
tonnes of arms and ammunition to Croatia and Bosnia between October 1992 and
March 1994, in violation of the 1991 UN embargo.'?” The arrest of Leonid Minin by
Italian police saw the break up of a similar smuggling ring, also involving Russian
organised crime and Belgian dealers, which shipped nearly 200 tonnes of weapons
from Eastern Europe to the Revolutionary United Front (RUF) rebels in Sierra Leone
in 1999 and 2000, regardless of the UN embargoes on Liberia and Sierra Leone.128

Criminal organisations established during periods of conflict often remain active after
fighting has subsided, and are key catalysts in the transfer of SALW from post-conflict
areas to new destinations. According to local officials, Bosnia is now “one of the main
jumping off points for importing arms, drugs and illegal immigrants into Europe”, and
Republika Srpska army officials are “running a major arms exporting business” with
weapons left over from the Bosnian war.'? Parallel situations exist in Bosnia’s neighbour,
the Federal Republic of Yugoslavia, as Albanian-Kosovar and Serbian-Montenegrin
gangs have allowed Colombian drug clans to diversify their sources of weaponry and
explosives, offering arms and money-laundering services in return for cocaine.

The situation in the former Yugoslavia is part of a common development in societies
shattered by conflict and with weak or corrupt law enforcement, and often with a
governing elite that sanctions such corruption for personal gain. Examples of this new
trend of ‘military commercialism’, intimately linked with organised crime, can be seen
across Europe, Africa and Latin America.'® Indeed, the conditions of weak law
enforcement, violence and legitimate trade restrictions that accompany conflict are so
profitable for organised crime that in some cases criminals are believed to have
encouraged the outbreak or continuation of conflict to ensure their business success.
Montenegro, a province of Yugoslavia which has avoided serious violence so far, is now
struggling to deal with “increasing arms and drugs smuggling as organised criminal
groups from Kosovo extend their territory, and the “smuggling elite of the Balkans”
gathers on its border with Kosovo.13

To add to the devastating impact of the SALW themselves, in the post-Cold-War era
conflicting parties who want to obtain arms must find resources with which to buy
them, resources that inevitably come from high-return commodities such as gems or
drugs. Just as militant groups in the Caucasus and Central Asia are known to fund
weapons through drug trafficking and kidnapping for ransom, UNITA rebels continue
to mine and sell diamonds to fund weapons bought from the Russian mafia®3 and
other criminal organisations,™4 despite international embargoes and initiatives to
curb illicit sales. “Mineral wealth is exchanged for drugs and guns as well as personal

‘International Crime Threat Assessment’, December 2000, www.whitehouse.gov.

Ibid.

‘A Belgian Violated the Embargo Against Croatia’, Alain Lallemand, Brussels Le Soir, (FBIS translated text), 20/4/01.
‘Italian police nab RUF's chief arms supplier’, Freetown Concord Times WWW, 9/7/01.

‘Karadzic associates ‘exporting weapons”, Isambard Wilkinson and Julius Strauss, The Daily Telegraph, 19/4/01.
‘Colombians recruit in the Balkans, Intelligence Newsletter, 5/4/01.

‘The commercialisation of military development in Africa’, Chris Dietrich, Institute for Security Studies, www.iss.co.za, 2000,
pl.

‘Macedonia Fears’, Zeljko Bajic, Institute for War & Peace Reporting Balkans Crisis Report No. 124, 14/3/00.

‘A Superpower of the Underworld: The Russian Mafia’s Global Business’, Rudolph Chimelli (FBIS translated text), Munich
Sueddeutsche Zeitung internet version, 31/1/01.

‘Israeli businessmen suspected of selling arms to Angolan rebels”, Yosi Melman, Tel Aviv Ha'aretz, (FBIS translated text),
21/3/01.
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gain, further elevating the violence in a vicious cycle of conflict-based rapine”.'3s
Inevitably, the unregulated and reckless exploitation of natural resources such as
minerals or timber causes environmental degradation, and drug production and
trafficking results in increased drug abuse and, along with kidnapping and human
trafficking, damage to the fabric of society and human security.

“Illegal transactions are a common denominator of ‘war economies’, and with the end
of superpower funding of proxy wars have become essential to arming and rearming
combatants around the world. This commercialisation and criminalisation of conflict
increases its negative impact and establishes networks of control and profit governed
by elites, which become self-sustaining and perpetuate the conflict. “In the context of
current civil wars the roles of politician, war commander, monopoly trader and
organised crime leader blend gradually”, fighting parties almost by definition turning
“into complex economic conglomerates, often commanded by wealthy traders turned
warlords” 136

The introduction of the economic element to conflict and the blurring of the line
between crime and conflict are part of “a profound paradigmatic change of the
concept of war”137 As traditional security threats have receded, other non-military
threats have become more virulent, placing under attack not the territory of the state
but “its fabric, the nature of its society, the functioning of its institutions and the well-
being of its citizens” 38 Chris Donnelly, NATO’s Special Adviser for Central and
Eastern European Affairs, believes corruption is “a security threat in its own right”, and
“the single most serious threat to the viability of several countries of the former Soviet
Union and a severe problem everywhere”®® Organised crime’s “international nature,
its scale, its links with former hostile intelligence agencies and its capacity to subvert
the governmental process make it truly an issue of national security”.1

Mlicit small arms trafficking, made possible by the availability of significant surplus
stocks of weapons and the activities of corrupt officials and criminal groups, has
become “a global threat to the sovereignty of states at macro- and micro- levels”.#
Arms trafficking fuels conflict, but also has a negative impact in non-conflict
situations. Providing organised criminal groups with increased power to protect their
illicit activities and encouraging more violent forms of crime, the ready availability of
firearms also heralds a downward spiral in which security moves further and further
away from the control of the state apparatus, beginning with the current trend towards
privatisation of security and ultimately resulting in a pervasive gun culture where
individuals arm themselves for protection. What begins as a ‘legitimate’ reaction to
perceived insecurity can become a reactive social dynamic, inducing further insecur-
ity, gun culture and the cascading of private security down the social ladder; this will
enlarge existing social cleavages, and, if the ‘force multiplier’ of illicit arms is available,
forces competing with the state may be empowered.

Cyber terrorism renders important information systems, including on occasion
national security systems, vulnerable. Robin Cook, the then British Foreign Secretary,
warned MPs in March 